MopenbHO-OpueHTUpOBaHHaa Kuoep-pusnyeckas
3alimUTa SHepreTMYeckmx 00bLeKToB Ha OCHOBE
nnatdopMbl MogenmposanHuga PALYIA-3Y

B craTbe mepeumncnestt OrpaHuIeHns TPALULMOHHLIX IIOAXOL0B K Knbep-
6€30IaCHOCTY TPV YITPaBJIEHUN TEXHONIOTUIECKUMMW IIPOLLECCaMU B PeaJlb-
HOM BPEMEHW U ITPeLNaraeTcs JOMONHWUTENbHbIA METO, 3a1UTHL, OCHOBaH-
HLBI Ha UCIIOb30BaHUM PACUeTHLIX Mojeneill Gu3nyeckux mpolueccos.
PaccmoTpeHa BO3MOXHOCTb ITPUMEHEHUA [IPOTPAMMHON INATHOPMbL MO-
nenuposanus PAJIVTA-3Y, paspaboTantoi kommanueit HITI] «[Ipuopurer»
W arTecToBaHHo PocTexHas30poM, B KauecTBe aHaIMTUYECKOTO UHCTPY-
MEHTa A/1A BHIABIEHNA KNOep-bU3NIECKNX aHOMAWIA B SHEPTETUYECKUX
YCTaHOBKAX W 00bEKTaX 3HEepreTnyeckoit ndpacTpykrypst. [Ipepnarae-
Mas aQpXUTEKTypa [T03BONAET BLIABIATL aHOMAJIbHOE IIOBEAEHWNE CUCTEMLL
LaXe B TeX CNyJanx, KOTJa YIIpaBafioline KOMaH/bl ABAATCA KOPPEKT-

CucTeMbl IPOMBILLIEHHOTO YITPaB-
JICHUSI, IPUMEHsIEMbIE HA HEepreTuye-
CKUX 00BEKTaxX, TPAAULMOHHO 3alllM-
LIAIOTCST CPEICTBAMU KIIaCCHUIECKOI K-

IIpakTuka nmocaeaHuX JeT MoKa3bl-
BaeT, YTO BPEIOHOCHBIC BO3ACHCTBUS
MOTYT MACKUPOBATHCS MO HOPMAaJIbHbIE
ornepaluu yrnpasieHus. DTo Tpedyer

HBbIMU C TOYKU 3pEHUA CETEBOTr'0 B3aUMOLENCTBUA.

000 «HIII] IIpuopurety, r. Mocksa

CEeTeBOI 6€30MAaCHOCTU BCE BBITJISIAUT
KOPPEKTHO, HO MPH 3TOM (DU3UUECKUI
MPOLIECC Pa3BUBACTCSI AHOMAIBHO WU
ornacHo. TUMUYHBIMU TIPUMEPAMU TaKUX

6epbesonacHocTH. K TakuM cpeacTBaM — pa3pabOTKM HOBBIX IMOAXOIOB, OObEIU-  BO3NCHCTBUIA SIBJISIFOTCSI:
OTHOCSITCSI: CETMEHTALIMSI CETEM, CUCTe-  HSIIOLIMX METOAbI KMOepOe30nacHOCTU » TOCTENIEHHOE U3MEHEHNE YCTABOK
MbI OOHAPYKEHHUST BTOPXKEHUI, KOHTPOJIb 1 aHATM3a PU3NIECKUX TPOLIECCOB. yIIPaBJICHUS;

MPOMBIIIIEHHBIX IIPOTOKOJIOB, MEXaHW3-
MBI ayTEHTU(PUKAIMU 1 KOHTPOJIST 1OC-
Tymna. DTU Mephbl CYLIECTBEHHO CHITKAIOT
BEpPOSITHOCTh HECAHKLIMOHUPOBAHHOTO
JOCTYIIa K CUCTeMaM yripapiieHus. On-
HaKO OHM He 00eCIeunBaIoT IOJTHOM 3a-
LIUTHI OT CJIOXKHBIX aTaK, KOTOPbIE MOTYT
OCYILIECTBJISTECSI B paMKax JIETUTUMHBIX
MPOLIEIYP YIIPABICHHUS TEXHOJIOTMIECKI-
MM TIPOLIECCAMU.

Ha sHepretnyeckux o0beKTax, BKIIO-
qyas 3JIEKTPOCTAHIIMM W TTOACTAHIINU,
YIIPaBJISIOIINEe KOMaHIbI HAPSIMYIO CBSI-
3aHbBI ¢ (PUBMYECKMMU TPOLIECCAMH, Ta-
KM KaK peryJIrpoBaHue TeMIIEPaTyphI,
JABJICHVSI, MOILIHOCTH, IIUPKYJISILIH TETI-
JIOHOCHUTEJISl W APYTUX NapaMeTpoB. Eciu
3JIOYMBIIIJIEHHUK U3MEHSIET ITapaMeTphI
yIpaBJIeHUsS TAKUM 00pa3oM, UTO 3TO He
HapylIaeT ceTeBble MPOTOKOJIbI, TPaa-
LIMOHHBIE CUCTEMbI KNOEpOE30IacHOCTH
MOTYT He OOHAPY:KWTh aTaKy.

OrpaHuyeHns TpaaMLIMOHHBIX CPEaCTB
knbepbesonacHoctn ang ACY T
BobIIMHCTBO COBpeMEHHBIX pelie-
HUI 110 KMOepOe30MacHOCTU MPOMBIIII-
JICHHBIX CUCTEM YIPaBJIEHUST OPUEHTUPO-
BaHbI MIPEKIIE BCEro Ha 3alUTy HUdpo-
BOI MH(MPACTPYKTYPbI: 5TO MOHUTOPUHT
ceTeBoro Tpacduka, KOHTPOJIb KOPPEKT-
HOCTHU MPOTOKOJIOB, OOHApYKEHKE aHO-
MaJIMIA B CETEBBIX B3AUMOJIENCTBUSIX.
OnHaKo CUCTEMBI YIIPaBICHUS TeX-
HOJIOTMYECKMMU O0BEKTaMU TIPUHLIUITI-
aJIbHO OTJIMYAIOTCS OT TPAAMLIMOHHBIX
MH(DOPMAIIMOHHBIX CUCTEM TEM, UTO OHU
YIPaBJISIIOT (PU3UMIECKUMU MPOLIECCAMMU.
IToBeneHue TakMX CUCTEM OMpPeessieTCs
HE TOJIbKO ITPOrpaMMHOI JIOTUKOM, HO
1 3aKOHAMM (bU3MKM, BKJIIOYAsI TEPMOIU-
HaMUKY, TUIPOAMHAMUKY, JIEKTPOMEXa-
HUKY, (PU3UKY peakTopoB. [ToaTomy Bo3-
MOXKHA CUTYalusl, KOTAa ¢ TOYKW 3pEHUsT

» TIOIMEHA TTOKa3aHMil TaTYUKOB;

» COIJIACOBAaHHOE W3MEHEHUE He-
CKOJIBKHMX YIIPaBJISIIOIINX CUTHAJIOB.

B Takux cirygasix ceTeBble CpencTBa
K1OepOe30ITacCHOCTH MOTYT OKa3aThCsl
HECIOCOOHBIMU OOHAPYKUTh MHLIMACHT.

KoHuenuus knbep-duanyeckoit

6e30nacHoCTy

JInsg mpeonoaeHusT yKa3aHHbIX Or-
paHUYEeHUIT B HACTOSILLIEE BpEMs pa3BU-
BaeTCsl HOBOE HampaBlieHUe — Kubep-
¢usnueckas 6e3ornacHocTb. OCHOBHas
HJes 5TOro MOAX0AA 3aKJTI0YaeTCsl B TOM,
YTO HEOOXOAMMO KOHTPOJUPOBAThH HE
TOJIbKO CETE€BOE B3aMMOJIEICTBUE, HO
U (pU3UYECKYIO COTTIACOBAHHOCTD TEXHO-
JIOTMYecKoro mpoiiecca. B pamkax naH-
HOro mojaxoja cuctemMa 0e30MacHOCTH
aHaAJIM3UPYET, COOTBETCTBYIOT JIM U3ME-
PEHHbIE apaMeTphbl TEXHOJIOTMYECKOTO
npoliecca 3HaYeHUSIM, KOTOPBIE 10K~
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HBI HAOJTIONATHCS COTTIACHO (hM3UICCKOM
Monesi oobekTa. Ecim Ha0momaeMble
TTapaMeTphI CYIIIECTBEHHO OTKIIOHSIIOTCS
OT pacUeTHBIX 3HAUCHMIA, CHICTEMa MOXKET
3a(pMKCHPOBATH MIOTCHITNATBHYIO aHOMA-
JIAIO WUTH KOep-(OU3MIeCKi MHIIMICHT.

Takum oOpa3zom, ¢dopmupyercs
MHOTOYPOBHEBAsT apXUTEKTypa 3allUTHI,
BKJTIOYAIOIIAS:

» KJIaCCUYECKHE CpelncTBa Kubep-
06e30MacHOCTH;

» MOHUTOPUHT MOBEACHUS CUCTEM
YIIpaBJICHUS,

» aHATTN3 (PU3UICCKOM MOIEIIN TeX-
HOJIOTMYECKOTO TIpoIiecca.

Ponb Mozieneil peasisHOro BpemMeHm
Mozenn TeXHOIOTMYECKNX MPOoIIeC-
COB, paboTaroIIe B peXXKUMe peaTbHOTO
BpeMEHU, MOTYT CTaTh BAXKHBIM MHCTPY-
MEHTOM Knbep-(GU3n4ecKOi 3aIIUTHI.
Taxass Mozesb OIMChIBAET (PU3NUIECKOE
TIOBEJICHNE TEXHOJIOTMUECKO CHUCTEMBI
¥ TIO3BOJISIET PACCUUTHIBATH OXKUIAEMbIe
3HAYEHUS TTapaMeTPOB TIPH 3aJaHHBIX
YCIIOBUSIX OKcIuTyaTauyn. CpaBHEHME 13-
MEepEeHHBIX 3HAYeHUH ¢ paCYeTHLIMU 3HA-
YEHUSIMA MOJEJN TTO3BOJISIET BBISIBIISITH
CUTYalIH, IIPA KOTOPBIX YIIPABIISIONINE
KOMAaH/IbI IBJISIIOTCSI KOPPEKTHBIMU, Ce-
TE€BOI 0OMEH BBITJISIIUT HOPMAJIbHBIM,
HO (U3MYECKOe MOBEACHUE CUCTEMBI
CTAaHOBUTCS HECOTIIACOBAaHHBIM.
Takue OTKIOHEHUST MOTYT CBUJIE-
TEJILCTBOBATh O HEMCITPABHOCTH 000PY-
JIOBaHUsI, OTKa3e JAaTYMKOB, OIIMOKAxX
TIPOrpaMMHOTO OOecTIieueHUs VTN Bpe-
JIOHOCHOM BMEIIIATEJIbCTBE B CUCTEMY
yIIpaBJIeHUsI. DTOT MOIXOJ TTO3BOJISIET
BBISIBJISITH MTHLIMIEHTBI, KOTOpPhIE HE 00-
HapyXKUBAIOTCS TPATUIIMOHHBIMU CPEI-
CTBaMU KnbepOe30MacHOCTH.

Liudposbie agoitmky TAC u ASC Kkak
VHCTPYMEHT Knbep-huanyeckoi 6e30macHoCTH
[t sHEpreTMYecKrx 0ObEeKTOB, Ta-
KX KaK TEeIUIOBBIC W aTOMHBIC 3JIEKTPO-
CTaHIINH, KOepOEe30ITacCHOCTh HE MOXKET
paccMaTpUBaTHCS NCKITIOYUTEILHO KaK
3amava 3alIuThl CeTeBOM MH(PPACTPYK-
TYpPBI 1 THGOPMAIIMOHHBIX PECYPCOB.
YrpaBisioniue BO3ACHCTBUS B CUCTE-
MaX aBTOMATHU3MPOBAHHOTO YITPABICHUS
TEXHOJIOTHYECKIMHU TIPOIIeCCaMK HAIIpsI-
MYIO BIUSIOT Ha (DM3MIECKUE IIPOIIeC-
CHI — TETUTOTUIPABIINKY, SJICKTPIICCKIIC
PEKMMBI, paOOTY UCITOTHUTEIBHBIX Me-
XaHM3MOB, CHICTEM PETYIMPOBAHMS 1 3a-
Tkl [TosTomy HapyieHre Knbdepoes3o-
nacHocTH B sHepreTmueckux ACY TITI
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6ep-u3maecKmii MHIAACHT, TIPU KOTO-
POM BO3IIeiCTBIE Ha IIM(POBYIO CHCTEMY
yIIpaBJICHUS TIPUBOIUT K M3MCHECHUIO
(br3MIECKIX TTapaMeTPOB TEXHOJIOTIEC-
KOTO TIpolIecca.

B mociegHMe TOMBI B MAPOBOIT Ha-
VIHOM JIMTepaType aKTUBHO OOCYKIACT-
S MICTTOJTb30BaHME IIN(PPOBBIX TBOMHM-
koB (Digital Twin) Kak THCTpYMEHTA ITO-
BBIIIICHNS YCTOMYMBOCTY TAKMX CUCTEM.
I1o ynauHo cpopMyarpoBaHHOMY OIT-
penenenuio n3 Wikipedia, nmdpoBoit
IBOMHMK TIPEACTABISIET COOOI AUHA-
MITYECKYIO II(PPOBYIO MOAETH (pr3mde-
CKOTO O00BEKTa, CHHXPOHU3MPOBAHHYIO
C €TO COCTOSTHMEM B pealbHOM BpeMEHU
U CIIOCOOHYIO BOCITPOM3BOAUTH €TO T0-
BeIICHNE TIPY PA3IMIHBIX PEKMMAaX 3KC-
TUTyaTalldmN.

B xoHTekcTe KMbOepOe30nmacHOCTU
L1 (POBOI IBOMHUK MOXKET UCTIOIb30-
BaThCS [UIST HEIIPEPHIBHOTO COITOCTAB-
JICHUS:

» (DaKTMIECKN M3MEPEHHBIX TTapa-
METPOB 00BEKTA;

» PACYCTHBIX TTapaMeTPOB, TToJTyJae-
MBIX 13 MOJIEITV TEXHOJIOTUTIECKOTO TIPO-
1recca;

» TIPOTHO3HBIX CIICHApHEB TTOBEIe-
HISI CUCTEMBI TIPY 3aIaHHBIX YIIPABIISIIO-
IIUX BO3AECVCTBUSIX.

Taxoit Tomxom TTO3BOJISIET BHISIBIISITH
CUTyaIlH, KOTIa YIIPABJISIOIINE KOMaH-
Bl (DOpMaIbHO KOPPEKTHHBI, CETEBOM
OOMEH He CONEPXKUT TIPU3HAKOB aTaKMU,
OITHAKO (PM3MUECKOE COCTOSTHIE OOBEKTA
HauMHAET PACXOAUTHLCS C JOMYCTUMBIM
PeXrUMOM pabOThI.

Oco0BIif MHTEpEC TIPEACTABIISICT HC-
ITOJIb30BaHME ITU(POBHIX TBOMHNKOB,
paboTarOILINX B peXXUMe ObICTpPEe peab-
Horo BpeMeHU (faster-than-real-time).
B 3TOM peskiMe MozIeb UCTIOTB3YEeTCS He
TOJIBKO ISl TMarHOCTUKU TEKYIIETO CO-
CTOSTHUSI CHICTEMBI, HO M JIJISI TIPOTHO3HO-
TO aHam3a. MozeTb MOXKET BEITIOTHSTh
YCKOPEHHOE MOJEIMPOBAHUE PA3BUTUS
TEXHOJOTHMIECKOTO IIpoliecca M OIle-
HUBATh ITOCJICICTBUS TTOI03PUTEIIEHBIX
VIPABJISIONINX BO3IEHCTBUI IO TOTO, KaK
OHU TIPUBEIYT K OITACHBIM PEKIMAaM.

ITonoOHBIE TTIOAXOMBI YK€ paccMar-
PUBAIOTCS B MICCIICMIOBAHMSX ITO Oe301ac-
Hoctu cructeM SCADA 1 TIpOMBIIIIEH-
HBIX CUCTEM yrpasieHus. Hampumep,
B psizme paboT LM POBBIC TBOMHUKHI MC-
MOJIBb3YIOTCS ISl TeHepaliM CLIEHAPUEB
aTaK ¥ IIOCTPOCHMS CUCTEM OOHApYyKe-
HMST BTOPXKECHMIA, CITOCOOHBIX aHAJTN3H-
pOBaTh COCTOSTHME TEXHOJIOTMIECKOTO
IIpoliecca W BBISIBIIITh aHOMAJIH.

B mpyrux mcciaemoBaHmsIx (CM. Ha
caiiTe arxiv.org) IpemIaralTcs apXuTeK-
TYpPBI 6€30ITaCHOCTH, B KOTOPBIX IT(PO-
BOI JTBOMHMK WCITOJB3YETCS I MOME-
JINPOBAHMUSI TEXHOJIOTMYECKOTO Mpoliecca
1 obHapykeHUd aTtak ThIia FalseData-
Injection, xoraga 3710yMbBIIUIEHHUK TIOI-
MEHSIET MOKa3aHUs JTaTYMKOB TaKUM
00pa3oM, YTO OHM OCTAIOTCS CTATUCTU-
YeCKHU MpaBaoogI00HbIMU.

Taxeke npenioxeHbl (DpeiMBOPKU,
e U@ poBOI TBOWHUK UCITOTB3YETCST
Kak 4acTb CUCTEMbI OOHApYXKEeHUST BTOP-
skennii B ICS, mo3BossieT MoempoBaTh
paziuyHbIe CLICHApUM aTaK U TeHEPUPO-
BaThb JaHHbIE )11 O0yYEeHUST AITOPUTMOB
0OHapyKeHHST aHOMaJIMiA (CM. Ha caiiTe
kth.diva-portal.org).

Oco0eHHO MePCITEKTUBHBIM CIMTA-
eTcst o0beIMHEHWE HU(PPOBBIX ABOMHM-
KOB C aJITOPUTMaMU MallIMHHOTO 00y4e-
HUST U KOHTEKCTHO-OPUEHTUPOBAHHBIMU
MOJIEJISIMUA TEXHOJIOTMYECKMX MPOLIECCOB.
Takast KoMOMHAIIMS TTIO3BOJISIET:

» TIPOBOIUTH HETIPEPHIBHBIN MOHM-
TOPUHT COCTOSIHUSI CUCTEMBI;

» IPOTHO3UPOBATh BOBMOXHbIE ClIE-
HapuH aTak;

» aBTOMaTU4eCcKu (pOpMUPOBaATh pe-
KOMEHJAIMHU T10 3allUTHBIM AeHCTBU-
aM (cM. link.springer.com).

Jlns sHepreTuyecKux OOBEKTOB
KUCIMOJIb30BaHUE LU(PPOBBIX ABOUHU-
KOB MMeEET Psi TOTIOJTHUTENbHBIX TIpe-
UMYLIECTB. B oT/IMure oT MHOTUMX TTpo-
MBILLJIEHHBIX CUCTEM, 2JIEKTPOCTAHLIMH
XapaKTepU3YIOTCSI BBICOKOW MHEPLU-
OHHOCTBIO MPOLIECCOB, CJIOXKHOU B3aM-
MOCBSI3bIO TAPAMETPOB U CTPOTUMU Tpe-
OOBaHMSIMH O€30ITACHOCTH. DTO JelacT
MOJIEJIbHO-OPUEHTUPOBAHHbBIN KOHTPOJIb
0Cc00eHHO 3(P(HEKTUBHBIM MHCTPYMEH-
TOM OOHaApPYKEHUSI OTKIIOHeHUI. B cBsI3n
¢ 5TUM 1(POBOI IBOMHUK MOXET pac-
CMaTpUBaThCs KaK OTAEIbHbIN YPOBEHb
B apXUTEKType Kuoep-(GpU3n4ecKoi 3a-
ILIUTBI SHEPTeTUYECKOTO O0BbEKTA:

» YPOBEHb TPamIWIIMOHHON KHOEep-
0€30MacHOCTU CETU U BbIYMCIUTETbHOM
UHPPACTPYKTYPHI;

» YPOBEHb KOHTPOJIST ITPOMBIIIIICH-
HBIX TIPOTOKOJIOB U KOMaHJ yIpaBJie-
HUS;

» YPOBEHb aHAJIN3Aa TIOBEICHUS TEX-
HOJIOTUYECKOTO TPOLECCa HA OCHOBE
nudpoBoOit MoIeNN;

» YPOBEHBb ITPOTHO3HOIO aHAIU3a pe-
JKMMOB paObOThI CUCTEMBI.

Jnsa tatdopM MoIaeIupoOBaHUS
9HEPreTUYECKUX 00BEKTOB, TAKMX KaK
PAIYTA-DY, 3T0 OTKpBIBAET HOBOE Ha-



npapieHre npuMeHeHus. [Imardopma
MOXET UCTIOIb30BaThCSl HE TOJBKO IS
VHXXEHEPHBIX paCUETOB 1 aHAIU3a PEXKU-
MoB padoTel TOC 1 ADC, HO 1 KaK KOM-
TIOHEHT CUCTEMBbI KNOep-(hU3MIECKOTO
MOHUTOPWHIA, 00eCTIeUMBAalOILEH paHHEe
BbISIBJIEHHE TTOTEHLIMAILHO OMACHBIX OT-
KJIOHEHU I TEXHOJIOTMYECKOTO Tpolecca.

Oco0eHHO TIEePCIICKTUBHEBIM SIBIISICT-
CsI UCTIOJIb30BaHUE LIU(PPOBOTo ABOMHU-
Ka B penMe ObICTpee PeasibHOT0 BPeMeHH,
Korja cucTteMa MOJEIMPOBAHUS CHO-
CcOoOHa BBITIOJIHSITh YCKOPEHHbBIE PAaCU€Thl
pPa3BUTHUS TEXHOJIOTUYECKOTO MPOIec-
ca M 3apaHee OLIEHUBATh MOCJIEICTBUS
YIIPaBJISIIOLIMX BO3ACUCTBUI. B 3TOM
ciryyae Hu@ppoBoii IBOMHUK CTAHOBUTCSI
MHCTPYMEHTOM HE TOJIbKO JMArHOCTUKU,
HO Y TIPOTHO3HOM 3aIIUThI TEXHOJIOTU-
YECKHMX MPOLIECCOB SHEPTETUUECKUX 00b-
€KTOB.

MNpumMeHerre nnathopmbl
mogenupoBanus PALYTA-3Y
I1porpammuast rargopma PAIY -
T'A-DY MOXeT CITy>KUTb TEXHOJIOTYEC-
KOV OCHOBOM UISI peaJIN3aliiy OTTMCaH-
Horo mroaxona. OHa IIPeICTaBIsIeT CO-
00i1 crcTeMy MOAETMPOBAHUS CJIOXKHBIX
SHEPreTUYEeCKUX 0OBEKTOB, BKIIOUAS
TEIUIOBbIE JIEKTPOCTAHIIMM, aTOMHbIE
3JIEKTPOCTAHLIMM, SHEPreTUYECKUE NH-
(bpacTpyKTypHBIC CUCTEMEL.

I1nardopma obecieunBacT MOIEIM -
pOBaHKE TEPMOAMHAMMYECKIX MTPOLIEC-
COB, MOJICJIMPOBAHUE CUCTEM YIIpaBJie-
HMSI 1 pacyeT MapaMeTpoB TEXHOJIOTHYeC-
KuXx 1porieccoB. Cuctema pa3paboTaHa
xommanueit HITL «Tproputet» 1 atre-
cTtoBaHa PoctexHan3opoM [Uisl BBITIOJTHE-
HUSI MHXKEHEPHBIX PaCYeTOB SHEPIeTU-
YeCKMX YCTAaHOBOK.

TMockomeky PAJIYTA-DY monenu-
pyeT puznueckoe MoBeeHNe TEXHOI0-
TUYECKOro 00BEKTa, €€ MOXKHO UCIOJb-
30BaTh B KAUY€CTBE 3TAJJIOHHON MoIeIn
IIJIS1 BBISIBJIEHUSI HECOOTBETCTBUI MEXK-
Iy pacCYCTHBIM 1 (PAKTUICCKIM TIOBE/IC-
HUEM HEPreTUYeCKOM YCTAaHOBKMU.

IIpennaraemasi apXuTeKTypa CUCTe-
MbI BKJIFOYAET TPU YPOBHSI.

YpoBens 1 — cucrema onepaTHBHOTO
ynpasjeHus. DTOT YpOBEHb BKITIOUYACT
CTaHIAPTHYIO MH(PPACTPYKTYPY YIIpaB-
JIEHUSI: TIPOTpaMMUpPYEMbIe JIOTUYECKUE
koHTposutepbl, SCADA-cucteMsl, pado-
Yyye CTaHIIMU ONepaTopoB.

Vposenb 2 — cucreMa Kubepoe3o-
nacuoctd. Ha aToM ypoBHe pabGoTaroT
TPaaWLIMOHHBIE CPEACTBA 3AILUThI: MO-
HUTOPUHT CETEBOTO B3aMMOJIEUCTBUSI,

OoOHapyXeHHe aHOMAaJIWii, KOHTPOJb
IIPOMBIIIIJICHHBIX TIPOTOKOJIOB.
YpoBeHb 3 — MoI€b TEXHOJIOTHIEC-
Koro npomnecca. Ha TperbeM ypoBHe uC-
MOJIb3YETCSI MOJENIb TEXHOJIOTUYECKOTO
00beKTa. Mopenb B pexXrMe peajibHOro
BpPEMCEHHU pacCUNTHIBACT OXKMIACMBIC TTa-
paMeTphl TEXHOJIOTMIECKOTO TIpoliecca.
M3MepeHHbIe 3HAYCHMST CPAaBHUBAIOTCS
C pPacYEeTHBIMU 3HAYCHMSIMU MOIEIIH.
3HauNTeTbHBIC OTKJIOHEHMSI MOTYT CBH-
JIETEJIbCTBOBATH O BOSHMKHOBCHUM KH-
Oep-(pusnuecKx aHoOMaIni.
Ipennaraemsiii mogxon objiagaeT
psaoM npeumylecTB. Bo-nepBbix, OH
ITO3BOJISICT BBISIBIISITE AaHOMAJINHU TaKe
B TeX CIyJasx, KOTJIa CETeBOl OOMeH
BBITJISIIAT TTOJTHOCTBIO KOPPEKTHBIM.
Bo-BTOpHBIX, JTaHHBIIT METOI HE 3aBUCUT
HACKITIOUNTEIEHO OT CTaTUCTUYECKOTO
aHaJIN3a WK METOIOB MAIIMHHOTO 00Y-
YEHMSI, OCHOBAHHBIX Ha MCTOPUIECKIX
IaHHBIX. BMecTo 3TOro mcmomb3yercs
¢usnyeckast MoJieab 00beKTa, OCHO-
BaHHasI Ha (PYHIAMEHTATBHBIX 3aKOHAX.
B-TpeTbux, TaKoi ITOIXOI ITOBHIIIACT Be-
POSITHOCTh pAaHHETO OOHAPYKEHMSI OTIac-
HBIX OTKJIOHEHUI, YTO OCOOCHHO BaXKHO
IJISI 0OBbEKTOB KPUTUYECKOU MHGppa-

CTPYKTYPHI.

CueHapum knbep-puanyeckux atak Ha
3HepreTUYeckme 0ObEKTbI 1 UX BbIIBNIEHNE
C 1CMnoNb30BaHMEM LdPOBOro ABOMHKKA
st oueHKM 3(PPEeKTUBHOCTA MO-
IIeTbHO-OPMEHTUPOBAHHOTO ITOAXO0Ia
K obecriedeHno Knobep-dpusmyeckoit
0e30ITaCHOCTH PaCCMOTPHUM IBA THUIIO-
BBbIX CLIEHApUsl MOTEHLIMAIbHBIX aTak Ha
SHEpreTuyeckre oobeKThl. Takue cle-
HapWUM OTpaXkaroT HauboJiee XapaKTep-
HBIC 0COOCHHOCTI COBPEMEHHBIX aTaK
Ha TIPOMBIIIUICHHBIC CHCTEMBI YIIPaBJIc-
HUST: MCTIOJIb30BaHNE JISTUTUMHBIX KO-
MaH]I YIIpaBJICHMS, TIOCTCTICHHOE M3Me-
HEHUE ITapaMeTPOB TEXHOJOTUIECKOTO
TIIpoliecca M OTCYTCTBUE SIBHBIX aHOMa-
JINi B CETEBOM TpadUKe.

Cuenapwmii 1. logmeHa AaHHbIX AaT4KKOB
(FalseDatalnjection)
O,I[HI/IM 13 HanoboJiee U3BECTHBIX THU-
IIOB aTaK Ha CUCTEMbI ITPOMBILNIJICHHOI'O
YIIpaBJICHUA ABIACTCA IIOAMCHA JaHHDBIX
JAaTYUKOB. B stom CJIy4dac 3JIOyMbIILICH-
HHUK ITOJYYa€T OOCTYII K CETHU CUCTEMbI
YIpaBJI€HUA 1 HAYNMHACT M3MEHATL 3HA-
YEHUA OTAC/IbHBIX U3MEPUTCEIIbHBIX Ka-
HaJIOB.
Hanpumep, Ha TerioBoii Max aTOM-
HOM 3JIEKTPOCTAHIIMI MOTYT OBITh ITOIME-

HEHBbI ITOKa3aHUs TEMIIEPaTypbl TETLTIOHO-
cuTesl, TaBJIeHUs B KOHTYpE, pacxo/a pa-
0oueil cpelbl, IEKTPUYECKON Harpy3Ku
reHeparopa. [1pu aTom cucrtema ynpas-
JIEHUSI MPOIOJIKAET pabOTATh B INTATHOM
pexkrMe, TIOCKOJIBbKY YIPABJISIIOIINE aIro-
PUTMBI TIOTYJaoT (hOPMATbLHO KOPPEKT-
Hbl€ JaHHBIE.

C TOYKM 3peHUs TPaTUIIMOHHBIX
CpelCTB KubepOe30macHOCTU CUTYaLIUS
MOXET BBITJISIAETh HOPMaIbHOIA:

» CETEBBIE IMPOTOKOJIbI HE HAPYLIEHBI;

» KOMaH/Ibl yIpaBJIeHUsT KOPPEKTHBDI;

» CCTeMa aBTOpU3aLMKU He (DUKCH-
pPYET HeCaHKIIMOHMPOBAHHOTO I0CTYyTIA.

B pesynbTaTte onepaTop u cuctema
3alUTBl MOTYT JOJITO€ BpeMsl He OOHa-
PYXHBaTb OTKJIOHEHUE PEKUMA.

OnHako g pPoOBOit JBOMHUK TEXHO-
JIOTUYECKOTO 00BEKTA CITOCOOEH BbISIBUTh
TaKyIO aTaKy 3HA4UTeJIbHO ObIcTpee. Mo-
JIeJIb TEXHOJOTMYECKOTO MPOLIecca Bbl-
YUCJISIET B3aMMOCBSI3aHHbIE MapaMeTpbl
CHCTeMBI Ha OCHOBE (PM3MUCCKUX 3aKO0-
HoB. Hanpumep, 1151 Terioruapasinye-
CKOT'O KOHTYpa CTaHIIMM B3aMMOCBSI3aHbI
TemIeparypa TeIUIOHOCUTENIS, AaBJIeHUE,
TeTJI0Basi MOITHOCTb U PacXOJ CPEJbl.
Ecnu oguH 13 mapaMeTpoB MOJMEHEH,
TO OCTaJIbHbIE MTapaMeTphbl MepecTaloT
COMIACOBBIBATBLCS C PACUETHOI MOJIENbIO.
Jlaxxe HeOOIbIIOEe PACXOXKICHUE MEXKIY
U3MEPEHHBIMY 1 PACYETHBIMU 3HAUE-
HUSIMU MOXKET CBUIETEIbCTBOBATh O HE-
KOPPEKTHOCTHU JaHHBIX.

Takum obpazom, LM pPoBoIt 1BOI-
HUK 0OHApyKMBaeT (PU3NYECKYIO HECO-
[JIACOBAHHOCTDh TapaMeTPOB, TOTA Kak
TpaOMLIMOHHBIE CpeACTBA Knbepbezonac-
HOCTHU BUJISIT TOJIBKO KOPPEKTHYIO CeTe-
BYIO aKTUBHOCTb.

CueHapuin 2. CKpbITOe U3MEHEHNE
YCTaBOK perynmpoBaHust

JIpyToii TWIT aTaky CBSI3aH He C O/~
MEHOI JaHHBIX JaTYMKOB, a C U3MEHe-
HHMEM YCTaBOK CUCTEM aBTOMATUYECKOTO
peryaupoBaHusd. B aToM cirygae 3110-
VYMBIIIIEHHNK TTOCTETIEHHO U3MEHSIET Ma-
paMeTphl YIIpaBJIeHUs, HaTIpUMep, YCTaB-
Ky TeMIIepaTyphl, TaBIeHIe B KOHTYpE,
CKOpOCTb BpallleHUs TYpOMHEBI, HATPY3KY
reHepaTopa. Takasg aTaka MOXET OBITh
pea30BaHa yepe3 JIETUTUMHBIE MHTEP-
(eiichl yrpaBlIeHNs, TTO3TOMY OHA TAKXKe
He BBI3LIBACT MTOJO3PEHMIA Y TPAIUIINOH-
HBIX CUCTeM K10epOe30I1aCHOCTH.

ITpu rmocTerneHHOM U3MEHEHUH YCTa-
BOK CUCTEMa yIpaBJIeHUS ITPOJOIKAET
(YHKIIMOHUPOBATL KOPPEKTHO, OTHAKO
TEXHOJIOTMIECKUIA PEKIM MOXKET TTOCTe-
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Tabnuua 1. CpaBHeHMe IBYX MOAXOMI0B K 0OHAPYKEHUIO aTaK

. Tpapunmonxasa . .

Kpurepun Ku6l;pge;lonacnocrh IIndposoit ABOMUHUK
KoHTponb ceTeBbIX IPOTOKOOB Ia Her
KonTtponb husuueckoro cocTosHus 06beKTa Her Oa
O6Hapy*eHWe MOAMEHH! JATYUKOB OrpaxuyeHo Bricokas BEpOATHOCTb
BuiABNEHWE ONTACHBIX PEXUMOB OrpanuyeHro Ia
IIporxo3 pa3BUTUA UHLULEHTA Her Ia
Pa6oTa 6biCTpee peanbHOro BpeMeHn Her Bo3moxHO

TMEeHHO NPUOIMXKATHCS K HEOE30IaCHbIM
ycaoBusiM. Hanmpumep:

» TypOMHA HAYMHAET paboTaTh B He-
pPaCUETHOM PEXUME;

» BO3HMKAET OIMACHBII TEIJIOBOM Ipa-
NIAEHT B 000PYIOBaHUMU;

» BO3pacTaeT BepOSITHOCTh BUOpa-
LIMOHHBIX WIM KaBUTALIMOHHBIX MPO-
1IECCOB.

TpaguuoHHBIE CUCTEMBI KMOEp-
0€30MacHOCTY B 3TOM cJiyyae (PMKCUPYIOT
JIMILb JOMYCTUMbIE KOMaH/IbI OriepaTopa
W CUCTEMbI aBTOMAaTUYECKOTO Peryiu-
poBaHusi. Lludposoit 1BoitHUK, pabo-
TaIOLIMI B peXXUMeE ObICTpee pealbHOTO
BpPEMEHHU, CIIOCOOEH 3apaHee OLIEHUTh
pa3BUTHE TaKOTO pexxuMa. Mcrionb3ys
TEKyILIMe MapaMeTpbl CUCTEMbI, MOJIE/Ib
MOXET BBITTOJHUTh YCKOPEHHOE MOJE-
JINPOBAHUE Pa3BUTUSI TIpoliecca U ompe-
NIEJUTh, TIPUBENET JIM TEKYIAasl TEHICH-
1I1s1 U3BMEHEHMSI TTapaMeTPOB K OMACHO-
MY COCTOSTHUIO.

Takum o6pazom, 1rhpoBoLi TBO-
HUK CITOCOOEH OOHAPYXUTh MOTEHIIU-
aJIbHO OMACHBIN PexXUM €elle A0 TOro,
KakK OH TTPOSIBUTCS B peaJIbHOI CUCTEME.
CpaBHEHHE OBYX MOIXOOOB K OOHApY-
JKEHMIO aTakK MpeacTaBieHo B Ta0I. 1.

3Hayenure nogxoaa ans 9HEPreTn4ecknx
CucTem

Mcnonb3oBaHue BbICOKOCKOPOCTHbIX
VHXEHEPHbIX Mofieneii 3Hepro6oKoB
CremyeT OTMETUTb, YTO HCITOJb-
30BaHME MOJeJei, paboTaroInX Obl-
CTpee peaIbHOTO BPEMEHH, [UTS aHAIM3a
¥ TIPOBEPKH PEKMUMOB SHEPTCTHUCCKIX
YCTaHOBOK He SIBJISIETCSI HOBOU MIEEi.
B psye IpoeKToB npy co3naHUM SHEP-
TeTMUYECKIX OJIOKOB MPUMEHSUTCH KOM-
TUIEKCHBIE CHCTEMBI MOIEITUPOBAHUS,
TIpeaHa3HAYCHHBIC IJIST IIPOBEPKU TEX-
HIYECKUX PEIICHUI 1 aHAIM3a PEXKIMOB
paboTsl 060pynoBaHus. B yactHOCTH,
nporpaMMHblie Komriekcbl PAJIYTA
u TPP, paspaboranHbie KOMIaHUEH

8 8 HITL «ITpropureT», MPUMEHSUTUCH TIPA

aHaJIM3e PEXXMMOB pabOTHI HEPreTHYe-
CKMX YCTAaHOBOK M TIPH TIPOBEPKE MHXKE-
HEPHBIX PEIICHUI Ha 3TallaX MPOEKTH-
POBaHMS 1 TTYCKOHAJIAIOYHBIX Pa0OT.

XapakTepHOil 0COOEHHOCTBIO 3TUX
CHCTEM SIBIISIETCSI TO, UTO MX BBIYMCIIH-
TeJbHAsI TIPOMU3BOIUTEIHFHOCTD CYIIIC-
CTBEHHO IIPEBHIIIACT CKOPOCThH MPOTE-
KaHMST COOTBETCTBYIOIINX (DM3MUECKIX
TIpoLIeCCOB. B psime cydaeB 3TO IpUBO-
IO K HEOOXOMMMOCTH ICKYCCTBEHHOTO
3aMeUICHUSI BEIUMCICHUI, YTOOBI CUH-
XPOHU3HUPOBATh PACcYeTHl MOIEIH C pe-
ATBbHBIM BPEMEHEM TEXHOJIOTUIECKOTO
Tpoliecca.

[Tono6Hasg 0coGEHHOCTh — CIIENCT-
BHE BBICOKOI 2(P(DeKTMBHOCTH MCITOhb-
3YEeMBIX aJITOPUTMOB U CTPYKTYPHI MaTe-
MaTHYECKUX Momeeit. OmHaKo MMEHHO
5Ta XapaKTepHUCTHUKA OTKPHIBACT HOBBIC
BO3MOXKHOCTH TIIPUMEHCHUST TAKNX CHUC-
TEM B Ka4eCTBE MHCTPYMEHTOB IIPOTHO3-
HOTO aHaJin3a W KUOep-(pU3NIEeCKOTO
MOHUTOPHHTA.

KomnnekcHoe MoaenvpoBaHme
3HepreTMyeckoro oobLekTa

BaxHast oco6eHHOCTh mIaThopM
PAJIYT'A u TPP — BO3MOXXHOCTb MOz~
JINPOBATh HE OTIEJIbHBIE AJIEMEHTBI 000-
pyIOBaHUSsI, a KOMIIEKCHYIO CUCTEMY
9HEPreTUYeCcKOoro o0beKTa, BKIoYas:

» OCHOBHBIE TEXHOJIOTUICCKIE KOH-
TYpbl SHEPIETUUECKOTO OJI0KA;

» CICTEMBI aBTOMAaTHUYECKOTO pPery-
JINPOBAHUSI;

» DJIEKTPUYECKYIO YaCTh CTAaHIIN;

» B3aIMOJICIICTBUE C DHEPTOCUCTE-
MOM.

Takasg wuHTerpaumsi pazJIuyHbIX
MOACUCTEM B €IMHON MOJIEN SIBJISIETCS
PpenKoil 0COOEHHOCThIO MOAOOHBIX TIPO-
rpaMMHBIX KOMILUIEKCOB. Bo MHOTUMX Cy-
ILLIECTBYIOIMX CUCTEMaX MOIEIUPOBAHUST
paccMaTpuBalOTCs OTIAEIbHBIE ACTIEKThI
(YHKILIMOHUPOBAHUSI SHEPTETUUECKO-
ro 00beKTa — HaIpuMep, TETJIOTUAPAB-
JIMYECKHE TMPOLECCHI, DIEKTPUYECKUE
PEXUMBI WM CUCTEMBbI yIpaBJICHUS.

KommiekcHbie MOZICJIN, OXBATbIBAIOIIINE
OJHOBPEMEHHO BC€ OCHOBHbBIC KOMIIO-
HEHTBI OHEPITCTUYCCKOTO 010Ka U ero
B3aMMOJIECUCTBUE C SHepFOCHCTCMOﬁ,
BCTPEYAIOTCA 3HAYUTECJIBHO PEXKE.

3Hauenme ans kubep-Ppranyeckon
0e30MacHoOCTM

Hanuune uHTErpupoBaHHOR Moze-
JIU DHEPTreTUYECKOTro 00bEKTa CO3MAET
MPUHLMITAATIBLHO HOBbIE BO3MOXKHOCTH
JUJIS1 aHAJIM3a YCTOMYUBOCTU CUCTEMBI
ynpasieHus. Eciu moaenb paboTtaet Obl-
CTpee peajibHOrO BPEeMEHM, OHA MOXET
HCITOIb30BaThCS IS

» YCKOPEHHOTO pacuyeTa pa3BUTHUS
TEXHOJIOTMYECKOTO Mpoliecca;

» TIPOTHO3UPOBAHUS MOCJIENCTBUN
YIPaBJIOIINX BO3ICUCTBUIA;

» OLIEHKU YCTOMYMBOCTU CUCTEMBbI
K TIOT€HLIMAJbHBIM HapYLIEHUSIM pe-
Xuma.

B xoHTeKkcTe KnbepOe30macHOCTU
9TO 03HAYaeT BOBMOXHOCTD BbISIBJICHUS
CUTyallMi, KOTJa cCMcTeMa yIpaBIeHUs
rmoryJaeT (popMalbHO KOPPEKTHBIC KO-
MaH[Ibl, CETEBOI OOMEH BBIIJISIAUT HOP-
MAaJIBHBIM, OTHAKO (hM3MUYECKOE TIOBEIe-
HUe 00BbEeKTa HAYMHAET OTKJIOHSTBCS OT
JIOITyCTUMOTO pexknuMma. Takum odpaszom,
MOJIICTh MOKET BBITIOJNHSITh (DYHKIINU
MPOTHO3HOTO HAOIIOAATEIS TEXHOJIOTU-
YeCKOro npoiiecca, o3BoJIsisi OOHAPYXKH -
BaTh MOTEHLIMAIbHO OMACHbIE PEXUMbI
IO MX TIPOSIBJIEHUSI B peaIbHOM CUCTEME.

lMepcnexTyBbl NPUMEHEHNS

Hcnonp3oBaHme KOMIUIEKCHBIX MO-
Ieseil SHepreTMIeCKMX YCTAaHOBOK, pa-
OoTaroIux OBICTpee peaTbHOIO BPEMEHH,
MOKET CTaTh BaXKHBIM 3JIEMCHTOM CHUCTEM
K1bep-(pu3nIecKon 3aluThl SHePreTu-
yecKoil MH@ppacTpyKTyphl. OCOOEHHO
TIEPCIICKTUBHBIM SIBIISICTCSI TIPUMCHEHIE
TaKNX MOJIEJICH B KaueCTBEe aHAJTUTHYIC-
CKOTO YPOBHSI CUCTEMBI MOHUTOPWHTA,
TTOTTOJTHSTIOIIETO TPAIWULIMOHHEIC Cpell-
cTBa KubepbezonacHocTu. B aToMm city-
Yae M(ppoBOii TBOMHNUK SHEPTCTUICCKO-
IO 0OBEKTA BEITIOTHSCT (DYHKIIVIN:

» IPOBEPKU (hU3MICCKOM COTIIaco-
BaHHOCTH TEXHOJIOTUIECKUX TTapaMeT-
POB;

» TIPOTHO3MPOBAHUS Pa3BUTHS TCX-
HOJIOTMYECKOTO PEKIMA;

» paHHETO OOHAPYKECHMSI TTOTCHIIN-
ATBHBIX KNOEp-(M3MUCCKIX MHIIMICH-
TOB.

IIporpammHbIe mIaTopMbl Kiiacca
PAIYTA-DY MOryT CITy>KUTh OCHOBOI1
TSI peaT3aliy ITOIOOHOTO IToIXoaa Ha



SHEepPreTuIecKux oobekTax. s sHep-
TETUYECKMX 00beKTOB, BKIoyas THOC
n ADC, MOIEeTbHO-OpUEHTUPOBAHHAS
Kubep-pusnueckas 3almra 0COOEHHO
aKTyaJIbHa I10 CEAYIOIIUM MPUIMHAM:

» CJIOXHAsT B3aMMOCBSI3b TEXHOJIO-
TUYECKUX MapaMeTpPOB;

» BBICOKAsI MHEPLMOHHOCTb IMPO-
1IECCOB;

» TIOTEHLIMAJILHO TSKEJbIE TTOCTE-
CTBUSI OLIMOOK YITpaBJIEHUS;

» BbICOKAsl CTENEHb aBTOMATU3aLIMK1
CHUCTEM YIpaBJICHUSI.

B atux ycnoBusx undpoBoii 1BOI-
HUK MOXET BBIMOJHSITb POJIb HOMOJ-
HUTEJIbHOTO aHAJIUTUYECKOTO YPOBHS
3alUThI, 00€CTIEYMBAIOLIIETO KOHTPOJIb
(puzMyeCcKOi COCTOSTEILHOCTUA TEXHOJIO-
TMYECKOTO Tpoliecca.

Wcnonb3oBaHue riatopM Moje-
JMpoBaHus, Taknx Kak PAJIYTA-DY,
MO3BOJISIET PEATM30BATh JTAHHbIA TTOIXOJ,
Ha rpakTrke. [Tmatdopma odbecrieunBaeT
MOJIEJIMPOBAHUE CJIOXKHBIX SHEpreThye-
CKHX CUCTEM U MOXET MCIOJIb30BAThCS
KaK OCHOBA JUISI CO3JaHUsl TUMPOBBIX
NBOMHUKOB 3JIeKTpOCTaHUMIA. Takum
00pa3zoM, WHTErpaIysi IpPOBbIX ABOW-
HUKOB B apXUTEKTypy Kuodep-pusnue-
CKOIl 6€30IMaCHOCTU SHEPTreTUUYECKUX
00BEKTOB MOXKET CYIIECTBEHHO TOBbI-
CUTb YCTOMYMBOCTb KPUTUIECKOU SHEP-
TeTUYECKOI MH(PPACTPYKTYpPhI K COBpE-
MEHHBIM YTpO3aM.

[puMepsl MCNONL30BaHNS
MonenvpoBaHue ObLIO BbIMOIHEHO
¢ ucmojb3oBaHUEM TmaTopmMbl PA-
YT A-BY c 1eJIbIo OLIEHKH ee TIpuMe-
HUMOCTH UTSI MOACTTPOBAHMS SHEPTE-
TUIECKNX CHUCTEM B peaTbHOM BpPEMEHU
¥ B peXXrUMe OBICTpee peallbHOTO Bpe-
MCHH.

Bru paccMOTpeHEI 1Ba XapakTep-
HBIX CIIECHAPHST: PEKUM PETYINPOBAHUS
Harpy3Ku B 3HEPro0J0KaxX aTOMHBIX
3JIEKTPOCTAHLIMIA M MOJEIMPOBAHUE TIe-
PEXOIMHBIX TIPOIIECCOB B TEIUIOBBIX SHEP-
roonokax. s sHeproomoka ADC ObuT
CMOJIEIMPOBAH PEKIM MaHEBPHPOBAHNS
MmoIHocTho (100—20—100%). Pe3yiib-
TaTHI TIOKA3aJIM, YTO MOJEJb paboTacT
C YCKOpEHMEM TIPUOIN3UTEHLHO B 9 pa3
TI0 CPaBHEHUIO C peaTbHbIM BPeMEHEM,
TIPY 3TOM COXPAHSIIOTCS OCHOBHBIC M-
HaMIYIECKHE XapaKTePUCTUKI CCTEMEL.

JOTOTHUTETHPHO OBLUTH BBIITOTHEHEI
pacyeThl TIEPEXOIHBIX ITPOIICCCOB B TETI-
JIOBBIX SHEprooiiokax. Pe3ymbraTsl 1mo-
KazaJid, YTO CKOPOCTh MOICIMPOBAHUS
TIPEBBIIIACT pealbHOE BpeMsI IIPUMEPHO

B 4,36 pa3za. DT0 MOATBEPKIAET CITOCO0-
HOCTB TIaTHOPMBI 2P PEKTUBHO MOIE-
JIMPOBATh TMHAMUYIECKIE TIPOLIECCHI Ha
TETUIOBBIX 3JICKTPOCTAHIINSIX C CYIIECT-
BEHHBIM BBIUMCIIUTEIIHHBIM YCKOPCHIEM.

[MorygyeHHBIC pe3yIbTaThl IEMOH-
cTpupyiort, uto 1atdopma PAIIYTA-BY
obecrieunBaeT BO3MOXHOCTh MOJICITH-
POBaHMS KaK aTOMHBIX, TaK W TCTUIOBBIX
SHEPIeTUIECKIX CUCTEM B PEXKIMe ObI-
CTpee peaJbHOTO BpeMeHU. BaxkHo oT-
METHTb, YTO BCE PACUCTHI BHIITOTHSUIACH
Ha CTAaHIAPTHOM IIAHIICTHOM KOMITHIO-
Tepe, OCHAIIIEHHOM ITIpoIieccopoM Intel
Core i7, 4T0O TIOATBEPKIACT BOSMOKHOCTD
peanm3anmy peIIoKeHHOTO TToaXoaa
063 HCITOIb30BaHMS CIICITNAT3POBAH-
HBIX BBICOKOITPOM3BOINTEIFHBIX BBIIHC-
JINTETLHBIX PECYPCOB.

YKazaHHBIC TTPUMEPHI TTPOUIIITIO-
CTPUPOBAHBI CXeMaMM U TpapuKaMM,
KOTOPBIC MOXKHO TTIOCMOTPETh TT0 CCHIITKE
https://isup.ru/articles/34/22747/ v 1ie-
petins mo QR-komy:
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3aknioyeHve

OCHOBHBIE Pe3yJIBTAaTHI PAOOTHI 3a-
KJTFOUAIOTCS B CIICAYIOLIEM.

IIpennoxeH nomxon K Kudepgusu-
YeCKOM 3aIlIiTe SHEPTETUUECKUX 00h-
€KTOB Ha OCHOBE MOIejcit, KOTOPHIi
pacIIMpsIeT TPATUIMOHHbBIC MEXaHN3MbI
K10epOe30ITacCHOCTH 33 CUCT BKITFOUCHUS
aHaJIM3a COMIACOBAHHOCTHU (hPM3MUCCKIX
IIPOIIECCOB B PeaIbHOM BpEMCHI.

Pa3paboTana MHOrOypoBHEBas1 apXu-
TeKTypa 151 Kubeppru3nIecKoro MOHM-
TOPWHTA, MHTETPUPYIOIIAs TPATUIINOH-
HBIC THCTPYMEHTBI KHOepOe30ITacCHOCTH
¢ IMU(POBLIM TBOHNKOM TEXHOJIOTH-
YeCKOTO IpoIiecca.

[IpomeMoOHCTpUpOBaHA TIPUMEHM-
MOCTb TUIaT(hOPMBI MoepoBaHus PA-
JIYTA-DY B KauecTBe OCHOBHOTO KOM-
TIOHEHTA CUCTEMBI KOep(U3NICCKOTO
MOHUTOPHHTA, TTOMYECPKHYTA €€ CII0CO0-
HOCTb MOZIECJIMPOBATh KaK (Pr3MIeCcKIe
MPOLIECCHI, TAK U TTOBEACHUE CUCTEMBI
VIIpaBJICHMUSI.

DKCIIepUMEHTATIBHO TTPOIEMOHCTPH-
pOBaHa BO3MOXHOCTb MOIEIMPOBAHNS
CJIOXKHBIX SHEPTETHUCCKIX CHCTEM B pe-
KUMe, MPEeBBIIIAIOLIEM pealbHOe Bpe-
Mms1. B yactHOCTH, HOCTUTHYTBI KO3 DU-

IIMEHTHI YCKOPEHUST 10 9% [T MOMIeIei
SIIEPHBIX 3HEPTOOJIOKOB U TIPUOIN3H-
TeJIbHO 4,36 X 117151 TIEpEXOIHBIX ITPOLIEC-
COB B TCIIJIOBBIX SHEPTrOOJIOKAX.

IMokazaHo, 4To LIMbPOBbIE NBOTHU-
KM, paboTalollye ObIcTpee peajbHOro
BPEMEHU, TIO3BOJISIIOT TIPOTHO3MPOBATh
HeOe30MmacHbIe YCIIOBUS SKCIUTyaTallun
1 Knoephu3nIecKiue aHOMAJINK 10 TO-
IO, KaK OHU TIPOSIBITCS B (DM3UICCKOM
CHCTEME.

[IpoaHamM3UPOBaHBI TUITMIHEIC CIIC-
Hapuy Kubep(pU3nIecKx aTak, BKIOUast
BHEAPEHUE JIOKHBIX TaHHBIX U MaHM-
Iy IMPOBaHE 3a0aHHBIMK 3HAYCHUSIMI
ITapaMeTPOB YIPABJICHNUSI, 1 TIPOIEMOH-
CTPUPOBAHO, KaK MOJIEIbHBIC TIOAXOIBI
MOTYT OOHApYXMBaTh TaKWE aTaKH, TaXkKe
©CJIM OHU OCTAIOTCS HEBUIWMBIMM IJIST
TPaIUIIMOHHBIX MTHCTPYMEHTOB KHOep-
0e30MacHOCTH.

B coBokymHocTH 3TU pabOTHI MO-
Ka3bIBaIOT, YTO MHTETPAILUS BHICOKO-
CKOPOCTHBIX UMUTALIMOHHBIX MOJEJIEN
B apXUTEKTYPhI KNOEPOE30ITaCHOCTH 3HA-
YUTETHHO ITOBHIIIACT YCTOMIMBOCTD SHEP-
TeTUIECKOM MH(PPACTPYKTYPHI K CIIOXK-
HBIM KOep(PU3NIECCKIM YTPO3aM.

O1neHKa OBICTPONEIICTBHUS MOIEIIN
IIPOBOAMJIACH Ha CTAaHOAPTHOM ILIaH-
IIETHOM KOMITBIOTepEe, OCHAIICHHOM
nporieccopoM Intel Core i7, uto meMOH-
CTPHUPYET BO3MOXKHOCTDH pean3allii
TIPEIJIOKEHHOTO TToAxoaa 6e3 UCIOIh30-
BaHUS CITCIATIM3UPOBAHHBIX BBICOKO-
IIPOM3BOIUTEIHHBIX BBIYUCIUTEIIBHBIX
CHCTEM.
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